§403.2

the information, the source of the in-
formation, or both, are to be held in
confidence; or

(ii) Information produced by the
United States pursuant to or as a re-
sult of a joint arrangement with a for-
eign government or governments or an
international organization of govern-
ments, or any element thereof, requir-
ing that the information, the arrange-
ment, or both, are to be held in con-
fidence.

(4) National security means the na-
tional defense or foreign relations of
the United States.

(5) Confidential source means any indi-
vidual or organization that has pro-
vided, or that may reasonably be ex-
pected to provide, information to the
United States on matters pertaining to
the national security with the expecta-
tion, expressed or implied, that the in-
formation or relationship, or both, be
held in confidence.

(6) Original classification means an
initial determination that information
requires, in the interest of national se-
curity, protection against unauthor-
ized disclosure, together with a classi-
fication designation signifying the
level of protection required.

§403.2 Responsibilities.

In the carrying out of security proce-
dures, responsibility falls on all per-
sonnel generally and on certain per-
sonnel in a more particular manner.

(a) Individual. Each employee of the
Bank having access to classified mate-
rial has an individual responsibility to
protect such information. Classified in-
formation should be secured in ap-
proved equipment or facilities when-
ever it is not under the direct control
of the employee.

(b) Office and Division Heads. These
officials have the additional responsi-
bility of a continuing review for
ascertaining that security procedures
are properly observed by the personnel
comprising their respective offices.

(c) Security Officer. (1) The Security
Officer has the responsibility for devel-
oping, inspecting, and advising on pro-
cedures and controls for safeguarding
classified material originating in, re-
ceived by, in transit through, or in cus-
tody of the Bank; the training and ori-
entation of employees; the carrying
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out of inspections; and the destruction
of obsolete and non-record material.

(2) The Security Officer shall be re-
sponsible for disseminating written
material and conducting oral briefings
to inform Bank personnel of the Order,
Directive, and regulations. An expla-
nation of the practical application of
these procedures and the underlying
policy objectives thereof shall be em-
phasized.

(d) Security Committee. (1) This Com-
mittee consists of the General Counsel,
as Chairperson, the Security Officer,
and other Bank employees, as des-
ignated by the President and Chairman
(hereinafter referred to as the Chair-
man) and is responsible for the imple-
mentation and enforcement of the
Order and the Directive. This Com-
mittee will act on all matters with re-
spect to the Bank’s administration of
these regulations.

(2) All suggestions and complaints re-
garding the Bank’s Information Secu-
rity Program, including those regard-
ing over-classification, failure to de-
classify, or delay in declassifying, not
otherwise provided for herein, shall be
referred to the Security Committee for
review.

(3) The Security Committee shall
have responsibility for recommending
to the Chairman appropriate adminis-
trative action to correct abuse or vio-
lation of these regulations or of any
provision of the Order or Directive
thereunder, including but not limited
to notification by warning letter, for-
mal suspension without pay, and re-
moval. Upon receipt of such a rec-
ommendation, the Chairman shall
make a decision and advise the Secu-
rity Committee of this action.

§403.3 Classification principles and

authority.

(a) Classification Principles. (1) Except
as provided in the Atomic Energy Act
of 1954, as amended, the Order provides
the only basis for classifying national
security information. Information held
by the Bank will be made available to
the public to the extent possible con-
sistent with the need to protect the na-
tional defense or foreign relations, as
required by the interests of the United
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